From: 

Sent: 

To: 

Subject: 





l(OGC) (FBI) 
embef^20, 2006 1 0:24 AM 







RECORD 268-HQ 

b2 

■b6 

b7C 

b7E 


Assistant tieneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 

ppr^ral Ruroaii nf Inx^pstigatinn 

Ph I 

Cell 

Ph fSecurel I 

Fax I 



— Original Mess age — 

From: I t OGC) (FBI) 

Sent: TViiircriav DPfPmhw 29, 2005 1:29 PM 

To: I l OGC) (FBI) 

Subject: I i Position on IPAV 

gEOREJ~ 

RECORD 268-HQ 

b7C 

b2 


Assisiani ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 



— Original Message — 

From: I I (QGC) (FBI) 

Sent: -Tiiesnai^UlfiCOTPer 20/ 2005 10:50 AM 

Tot I I (OGC) (FBI) 

Sut^ect; fVv: Printout / disk 



RECORD 268>HQ b6 

b7C 


Per you r request attached below is the draft memo that was forwarded to NSLB for review. I haven‘t seen any edits yet-- 



Origlnal Message- — 


1 


DECLASSIFIED BY 60322UC/LP/STP/gjg 
OK 10-23-2008 





From: 

Sent: 

To: 

Subject: 


[ 

r 


i^r«TtT<i:VAi^^=rui 


3 


|(OGC) (FBI) 
r 19, 200? S:0S PM 


FW: Printout / disk 


OGC) (FBI) 


RECQRg 268-HQ 


fyi 

b6 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b7C 
APPROVAL b2 


I I 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A<^207 



Tel. 

Fax 


— Original Mess 

From: 

Sent: 

To: 

Cc: 

Subject: 


t 


— 




](OGC) (FBI) 
i5 5:04 PM 



secR^^ 

RECORD 268-HQ 


. FYI. We think this is the best argument we can mak j ^ hat this argument should be provided together b2 

with the sequestered data required tomorrow. be 

b7C 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b7E 
APPROVAL 

I I 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Qu antico, VA 22135 

TelJ 

Fax 


— Original Mess me — 

From; I K OGQ (FBI) b6 

Sent: Monday, December 19. 2005 2:24 PM 

To: I l OGC) (FBI) 

Subject: FW: Printout / disk 

SKttET 

RECORD 268JHQ 


2 







This has been reviewed by SPTU for accuracy of the technical description function and use. I expect that it should be 
ciassified-but don't have the proper markings on It 


— Original Mess 

From: 

Sent: 

To; 

Cc: 

Sul^ect; 





l(CTD) (FBI) 

am 


PW: Printout/ at^ 



RECORD 268-HQ 



I am RDO tomorrow so if you can get tc| 

ssA I 


we would all appreciate. Thanks 


ITOS 1/CONUS 2/TEAM 7 


« 


b2 

b6 

b7C 


— Original Mess age — 

From; L 

Sent: ' 

To: I 

Subject: Kt: pnnibuc / ais[R 




lOGC) (FBI) 

■ 2005 9:24 AM 
CTO) (FBI) 




RECORD 268-HQ b6 

b7C 


10-4, We need to get this toj |l>y Monday , though, in order to be able to get thej jrenewal by 

Wednesday* If you have no response Ironf [today » we will have to move forward with what we have. 


Can you send me the memo before you send it forward? We may need to make sure it is proper. 


— Original — 

From: | K CTD) (FBI) 

Sent: Tbursdav. Decembe r 15, 2005 8:38 AM 

To: I lOGC) (FBI) 

Subject: RE: Printout / disk 



RECORD 268-HQ 


b6 

b7C 


Negative, yesterdayj 



aid she had more adjustments to make. 



3 






ITOS 1/CONUS 2/TEAM 7 


b 2 

b6 

b7C 


Original 

From: 

Sent: 

To: 

Subject: 


essaqg-- 


C)(FB1) 

tednesdav. December 14 , 2005 7:33 PM 
t FTP) (FBI) 


RErpmr5or/aisK 


SECRET 

record 268- 



b 6 

b7C 


Do you have a draft of this, me aning yo ur action memo awaiting the legal mumbo jumbo? I can make 
an insertion that we can send to^ for approval. 


Original Message 


From: 

Sent: 

To: 

Cc: 

Subject; 


l(CrD) (FBI) 

Friday, December 09. 2005 5:30 PM 

RE: Printout / disk 


RECORD ^68-HQ 


Sorry was on AL Mon andj [rest of th e week. 
once you draft I can run with thanksj 




LX1/CONUS 2/TEAM 7 


be 

b7C 

b2 


Ori ginal Message 



I itin?i ewi »T3af3iT! 


I(ITD) (FBI) 

TPr 01 ■ ?nn^ R-nfi 



Subject: Printout / disk 


RECORD 268-HQ 


be 

b7C 


4 







I’ll be up at 
chief to pass 
Monday, or if 
demos • 



on Monday for the OTD open house* 
you the material at that time, so I’ll 
you want you can stop by our table and 


I’ve been asked by my unit 
look you up while I’m there 
we can show you a couple of 


I’ve learned that both you andf 


lare writing up some information to pass 


as a memo with t hese materials^ I don't know if there are going to be two memos, or 
if yoi | I were going to consolidate your memos, but I wanted to put you two in 


touch so this might be worked out. I have seen a draft of 
to cover the issues. 

Regards, 

[=□ 


emo and it seems 


DERIVED FROM; G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECI-ASSIFICATION EXEMP TION 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1i97. Foreign Counterintelligence Investigatio ns 
DECLASSIFICATION EXEMPTION 1 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM; G-3 FBI 


ification Guide\G-3; datea 1/97. Foreign Counterintelligence Investigations 


DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3. d^ted 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM: G-3 FBI Classifica tion Guid 
DECLASSIFICATION EXEMPTION 1 


. dated 1/97. Foreign Counterintelligence Investigations 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 


DERIVED FROM: G-3 FBI Classificationf Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 


b2 


be 

b7C 


5 



OTD) (CON 


From: 

Sent: 

To: 

Cc; 

Subject: 



(OGC) (FBI) 

Thursday. December 14. 2006 6:12 PM 


OIPR/NSLB Meeting with DES/DITU 


SECRET 

RECORD 


(S) 


Attar.hf!fi.is a draft of the body of an EC memorializing our meeting with NSLq e nd OIPR attorney^ 

1 1 attempted to capture what was in my notes and in my memory. Please review and revise as necessary 

we agree on the language, do we have a secretary that put it in the EC format? 

No pride in authorship, so hack away. 

Draft EC_Meeting 
Notes OIPR.NS... 


Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph- 

Cell l I 

Ph / Secured 1 | 

Fax J 


— Original Mes! 

From; 

Sent; 

To: 

Subject: 


I OTP) (FBI) 

Thursday. December 14, 2006 12:58 PM 

k OGC^ (FBI) 

RE: Search Return and Collection 


RECORI 


(S) 


Gentlemen 




As promised, the following is a list of active CEAU operations and inquiries since 1 August. Inquiries are included in this 
communication because a tremendous amount of resouces (time, funding, etc) are expended for each inquiry until such 
time as it is determined that it should either be deployed or such deployment is unfeasible for either technical, tactical, or 
legal reasons. 


DATE: 10-23-2008 

CLASSIFIED BY 60322UC/LP/STP/gj g 
PEASOW: 1.4 (C) 

DECLASSIFY ON: 10-23-2033 ' 


1 ALL INFOFHATION CONTAINED 
HEEEIH IS UNCLASSIFIED EXCEPT 
NHEBE SHONN OTKERWISE 




— Original Message 


From: 

Sent: 

To: 

Cc: 

Subject: 




JOTD) (FBI) 


Wednesday. December 13. 2006 7:08 PM 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 

PO 


RE: Search Return and Collection 


SECRET 


RECOR 





bl 

h2 

b6 





« File: Pittsburgh case.doc » 



(S) 


Tony. 

Did you get the timeline yet? 


* 


Wednes< 


I(OTD) (FBI) 

:ember 13, 2006 3:30 PM 


fBI);L 

trcn Ketum ani 


High 


ion 







SECRET //npf!nM unpnpM 

recor| 



Anthony P. DiClemente 
Chief, Digital Evidence Section 
Operational Tec hnology Division 




bl 

b2 

b6 

b7C 

b7E 


— Original Mess age — ' 

From; I I tOGO (FBI) 

Sent Monday. December 11. 2006 3:59 PM 

Tot I 

Cc; DICLEMENTE. ANTHONY P. (OTD^ fFBEl 


Subject: 

Importance; 


FW; Search Return and Collection 
High 


SECRET//QRCQN.NQFQR 

RECORj 




bl 

b2 

b6 

b7C 

b7E 


Assistant General Counsel 

Science and Technology Law Unit 

Special Techno logies and Applications Office 


— Original Mess age — 

From: I IQfO) (FBI) 

Se nt: Mori dav. December 11. 2QQ6 3:34 PM 

To; I l (OGC) (FBI) 

Subject: FW: Search Return and Collection 

Importance: High 



bl 

b6 

b7C 


— Original Message 

From: I 

Sent: 

To 


H M I [« t^vm il I 


4 , 

Cc: DICLEMErfTE. ANTHONY P. fOTPt fFBbl 


(CTD) (FBI) 

V 11. 2006 12:37 PM 




Subject: Search Return and Collection 

Importance: High 


SECRETy <^P^^M MncrtPM 
RECORQ 






1 




I 




asposs i p i e. ' irne t iaaay. 

CEAU- CTD briefed the FISA Review Board that l I was the projected collection date. Legally, we 

need collection even sooner, if possible, for presentation to the FISC. Upon collection, please, 

provide PG with the specifics] | 

OGC- Legally, are we on point nerey ' 

PG- Any operational highlights? 

Not intending to add to the administrative requirements, please copy myself an< J I on all 

communications, e-mail and telephone calls, to ensure proper coordination of efforts. CTD is required to 
coordinate the efforts of FBIHQ/CTD. FBI PG, CEAU/OTD, OST/SPU, OGC/NSLB, and OIPR, and answer to 
the FISC. 


CTD nee 


d^ 


as soon 



bl 

b2 

be 

b7C 

b7E 


Thanks 



ss 4 

FBI HQ/CT D/LX 1 
ITOR 1/CONllS 1 


DERiVEDTRQWr^- 3 -RBLCla<tjfti«r Guide G-3. dated 1/97 
Investigations 
DEC 

SECRET//ORCON.NOFORN 



DERiViBTR DM r»^TmXll 



Investigations 

DE 

SEC RET//ORCON,NOFORN 


peRiVEB-FBQM- phi Classification Guide G-3. dated 1/97. 
Investigations 




SECRET//ORCQN.NOFORN 





be 

b7C 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


koGC) (FBI) 


l(OTD) (FBI) 


Tuesday. November 28. 2006 5:14 PM 


(FBI) 

FW: CIPAV court orders - Re 315Q-SL-191661 (Case Agent[ 


High 


Follow Up Flag: 
Flag Status: 


Follow up 
Flagged 


SENSITIVE BUT U 
NON-RECORD 



I 


Just to confirm in writino with vou concernino out conversation with resoect to the toots heino deoloveH I 



J will address this with the case agent and send a reminder. bl 

be 

is the POC and he will coordinate with the field. b7c 

b2 

If you have questions please give me a call. b7E 



Unit Chief, Cryptologic & Electronic Analysis Unit (CEAU) 
Digital Evidence Section 
Ooerational Tech nology Division 





— Original Mes^^oe 

From: 

Sent: 

To: 

Cc: 

Subject: 
Importance: 


loGC) (FBI) 

riiP<;Hav Wftvprrihpr 7R 70nfi PM 



RE: aPAV court orders - Re 315Q-SL-191661 (Case Agentf 
High ‘ 


SENSITIVE BUT UN 
NON-RECORD 



DkTE: 02-26-2009 

CLASSIFIED BY 60322UC/LP/STP/gj g 
I^ASOK; i.4 (C) 

DECLASSIFY ON: 02-26-2034 


bl 

b6 

b7C 

b2 

b7E 


1 


All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




I 



Assistant General CounseJ 
Science and Technotogy Law Unit 
Office of the General Counsel 
Fedpral Bureau of Investioation 
Ph 

Ceil 

Ph f^ecure^ -I 
Fax 


b6 

b7C 

hi 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


r 




l (OTDXFBI) 

Tuesday. November ?8. 2006 4:41 PM 


RE: ciWV cxjurt orders - Re M5Q-SL-191661 (Case Aaenti 


SENSITIVE BUT OFlCtASaiFlEb 
NON-RECORO 


Than 


ksf 



(S) 


(S) 

bl 

b2 

b6 

b7C 

b7E 


inrormation i ecnnoiogy specialist 
Opera tional Technology Division 
Office 
Mobile 
Pager 



— Ori ginal Message — - 
From! I i (OGC)(FBl) 

Sent: Tuesday. Novemher ?fi. 4:71 PM 

To; 

Cc: 

Subject! UKAV court oraers - Re Jisy-SL-iyibtJi (Lase Agenf 


SENSITIVE BUT U NC 
NON-RECORD 



bl 

b2 

b6 

b7C 


b7E 






SENSITIVE BUT UNCLASSIFIED 


SENSITIVE 



UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



b2 

b6 

b7C 

b7E 


I 







From: 

Sent: 

To: 

Cc; 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Science and Technology Law Unit 
Office of the General Counsel 



b2 

b6 

hlC 

hlE 


Original Mess age — 

From: I I fOGG (FBI) 


Sent: 

To: 

Cc: 

Subject; 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

be 

b7C 

b7E 


This documents our discussions with AUSA 



re case cited above. 





ALL IKFOBHATION CONTAIHED 

HEREIN IS UNCLASSIFIED 

PATE 12-24-2008 BY 60322UC/LP/STP/g)g 




ASSlSiani Ufelfieral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of In vestigation 
Ph 
Cel 
Ph . 

Fax -I 


Secure) f 


. 332 

be 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 





|(OGC) (FBI) 


From: 

Sent: 

To: 

Subject: 


[ SL)(FBD 

Tiiftsdav Nnvfimhfir?1. 20nfi fi m PM 

FW: Final Drafts of Orders/Applications/Affldavits 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

fo7C 



b2 

b7E 

b6 

b7C 




f 


Originai Messa ge 

From: 

Sent: 

To: I 

Subject: Final brarts 


JOGC) (FBI) 

Tuesday. Novemhpr 21. 2006 4:53 PM 

_JSL)(FBI) 
oTOt 


rders/Applications/Afridavits 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks. 



Assistant (3eneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of Inv estigation 
Ph 

Cel 

Ph ( Secure) I 
Fax! 


b2 

be 

b7C 


— Original Message — 

From: I ^ SL)(FBI) 

Sent: Tuesday, Novemb er 21, 2006 5:50 PM 

To; I bGC) (FBI) 

Cc: I I (OTD) (FBI) 

Subject: Rnal Drafts of Orders/Applications/Affldavits 

b6 

SENSITIVE BUT UNCLASSIFIED b7C 

NON-RECORD 


I I 

The paralegal with all of the orders/apps/affidavits etc in softcopy has gone home for the day. So, instead, I am 

1 

ALL INFOPMATION COHTAINED 

HEREDI IS UNCLASSIFIED 

DATE 12-24-2008 BY 60322UCyLP/STP/gjg 




faxing hard copies to you. I will follow-up with soft copies tomorrow - and I'll let you know how things went with the 
judge. 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


2 





(OTD) (CON) 

• 

From: 

Sent: ^ 

To: 1 


]](OGC) (FBI) 
nber21.2006 3:15 PM ' 
(OGC) (FBI) 


Subject; RE; CIPAV court orders - As a Mobile T racking Device 1 8 DSC 31 1 7 


SENSITIVE BUT UNCbAS^FIED b2 

NON-RECOR'd' b6 

hlC 

b7E 


— Original Message — 

From: | ~l (OGC) (FBI) 

Sent: pTiiasriaM Mnuflmbsr 21, 2006 2:59 PM 

To; I t OGC) (FBI) 

Subject: RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117 

SENSITIVE BUT uBigCASSIFIED 

non-recordT " " 

b2 

be 

As usual, tremendous work. Thanks. b7c 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


Fprfprgl Riirpgii of InyPstigaHftn 

Ph- 
Cell 


Kn ibecure) 1 

□ 

FaxC__^ 


— Original Message — 


From: I 

(OGC) (FBI) 

Sent; Tuesday, Novem 

ber 21, 2006 10:15 AM 

To: 1 1 1 

Subject: RE: GPAV court orders - As a Mobile Tracking Device 18 1 


(OGC) (FBI) 


sensitive but UNCLA^SO^D date: 02-26-2009 

NON«RECORP CLASSIFIED BY 60322UC/lP/STP/gjg 

REASON: 1.4 (C) 

DECLASSIFY ON: 02-26-2034 


b2 

be 

b7C 

b7E 


1 


ALL IHFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 





PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 



2 



SENSITIVE BUT UNC 


NON-RECORD ^ 


SIFIED 



Assistant General Counsei 
Science and Technology Law Unit 
Office of the General Counsel 
F e deral Bureau of Inv estigation 
Ph j 

cel i I 

Ph (Secured I I 

Fax^ 


b2 

b6 

b7C 

b7E 


— Original Mess age — 

From: | 

Sent: Monday, 

Toil 

Cc; 

Sut^ect: RE: ClPi 

SENSITIVE BUT UNC 
NON-RECORD 


TOGO (FBI) 

lovirnber 20, 2006 6:21 PM 


court orders - As a Mobile Tracking Device 



Assistant General Counse 
Science and Technology Law Unit 
Office of the General Counsel 
FedecaLBuLBaiLOLlay est ig ation 
Ph- 

Cell l I 

Ph ( Secure) I I 

Fax I It IC 


I 





(OGC) (FBI) 


DATE; 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (C) 

DECLASSIFY ON: 04-06-2034 


From; 

Sent: 

To: 

Cc: 


Subject: 


IhO) (OGA) 



SECRET 

RECORD 


ALL INFOPHATION COMTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
IJHERE SHOTO OTHERUISE 


hi 

h2 

hS 

hi A 

hlC 

b7E 


— Original 

From: 

Sent: 

To: 


Message 




3 


OTD) (FBI) 
rtf, in-nfi am 


Cc: I 

Subject: FW 


SECRET 

RECORC 


iiFFIANT 



IcASE AGENT:! 



that the orders indicab 

Just to make sure the right people get this soonest. I'm also torwardino this to DITU Acting UC 
counsel, 

(S) 



randies the CIPAV for CEAU, so he’s addressed herein . I note 
Jand that you addressed ] Ihe rein. 

^nd our 


Original Message 

From: F 


Sent: 

To: 

Cc: 

Subject: 




IhO) (OGA) 
er_2Q.^QQ& 1Q!21 AM 





]CASE A5EWT| 



RECORD 


(S) 


bl 

b2 

b6 

b7A 

b7C 

b7E 



Original Message 

From: 


1 (OGO(FBI) 







From: 

1 l(OGC) (FBI) 



Sent: 

yr>nd5v Kln\/pmhpr Vfl MM 



To: 

Cc: 


Subject: 


AFFIANT 

CASE AGENTI 1 

1 MS) 


bl 

b6 

b7A 

b7C 




Why the discussion 


Assistant Cieneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 




Ph 
Fax 


DATE: 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 
PEASON: 1.4 (C) 

DECLASSIFY OK: 04-06-2034 


ALL INFOFIIATIOK COHTAIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
KHERE mom OTHERWISE 


b2 

b6 

b7C 

b7E 


— Original Message 

From: 

Sent: 

To: 

Cc; 

Subject: 

SECRET 
RECORD 


](OTD) (FBI) 



(S) 


Thanks] 

the orders inaicat^ | and that you addresse 

mak e sure the rio ht people get this soonest, rm also forwarding this to DITU Acting 
AGC | I 


Ihgndles the CIPAV for CE AU. so he's addres sed herein, I note that 

ll^nd our counsel, 



bl 

b2 

b6 

b7A 

b7C 

b7E 


herein. Just to 


Original Message — 


From: 

Sent: 

To: 


Cc: 

Subject: 


I I CHO) (OGA) 

Monday. November 20. 2Q06 10:21 AM 


JaFFIANT: case AGENT: 


SECRET ^ ^ ( S ) 

record! I 


bl 

b2 

b6 


b7A 

b7C 

b7E 



1 







(OTDKFBI) 



|[OGC^ 


From: 

Sent: 

To: 

Cc: 

Subject: 


C 




7. 2006 C 


Kb: St Louts CtHAV 


SENSITIVE BUT UNCkASSHSlED 
RECORDI ] 


Information Technology Specialist 
Operational Tech nolOQv Division 
Office 
Mobile 
Pager -I 


Original Message — 


From: 

Sent: 

To: 

Cc: 

Subject: 


f 


ues 




^(OTDXFBI) 
er 07. 2006 7:57 AM 


RE: St Louis CIPAV 


SENSITIV E BUT U 
RECORD 



Information Technology Specialist 

nppratipnal Tpnhnninnv Diulsinn 

Office 4 
Mobile 
Pager ^ 


— OriQ inal Message — 

From: | |:OTO) (FBI) 

Sent: Monoav. FMOvemper 0 6. 2006 6:29 PM 

to: I lf OTP)(FBn 

Cc: 1 llTD) (FBI) 


ibiectr 


Subjects Fw: bt LOUIS nPAV 


SENSITIVE BUT UNC 



1 


Of 


b2 

he 

b7. 

bl 

bl 



b2 

be 

b7A 

b7C 

b7E 


J DATE: i2-30-2008 

CLASSIFIED BY 60322UC/LP/STP/gjg 
REASOII; 1.4 (C) 

DECIASSIJT OW: 12-30-2033 

be 

ALL IHFOREATIOH COHTAIHED b7C 

HEPEIH IS UHCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


I 








RECORD 


— Ori ginal Message 

From: | 1(SL)(FBI) 

Sent: , ' < 'rtabnc S6, 2006 5:30 PM 

To: 1 I (OTD) {FBI) 

Subject: FW; St Louis CIPAV 

SENSITIVE BUT UNCI 

record! 



bl 

b2 

b6 

b7A 

b7C 

b7E 




Thanks 


— Original Message — 

From: | t OGC)(FBI) 

Sent: Monday. October 30. 2006 3:55 PM 

To: 

Cc: 

Subject: Kh: St Loui^ UPAV 


SENSITIVE BUT U 

RECOR 




Absent the minor recommended additions in yellow in the above attachment, I concur with your drafts 


bl 

b2 

b6 

b7A 

Good job. b7c 

b7E 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of Inve stigation 
Ph 
Cel 



Original Mess yie — 

From: j t 5L)(FBI) 

Sent: Sunday, October 29, 2006 5:52 PM 

ToJ| |(OGQ (FBI) 

Cc^ JSL) (FBI) 


b6 

b7C 









Subject: 

SENSITI 

RECORI 


St Louis QPAV 


I ED 




SL JTTF 


« File; 
pen reqi 



Affidavit, wpd 


« File; language on warrant updated.wpd 


File: CIPAV 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVEBUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIE 


3 



OGC) (FBI 


DATE: 04-06-2009 

CLASSIFIED BY UC 60322 IP/STP/SZ 

REASON: 1.4 [C) 

DECLASSIFY OH: 04-06-2034 


From: 

Sent: 

To: 

Subject: 


|(OTD)(CON) 

!r31, 2006 2:06 PM 
OGC1 (FBI) 


RE: Web Bug foi 


UNCLASSIFIED 

NON-RECbRD 


1 ^ 



Here you ar 



ALL INFOKMATION COHTAINED 
HEFEIH IS OHCLASSIFIED EXCEPT 
TOHEBE SHOWN OTHERWISE 


Let me know if there is anything else I can do!! 



— Original 

From: 

Sent: 

To: 

Subject: 


[OGC) (FBI) 

Tuesday. October 31. 2006 12:21 PM 

l-W: Web Bug 1- 


unclAssified 

NON-RECORD 



Here is the request I mentioned a few minutes ago. 
to me? Thanks 


ould you download the EC noted below for me and send it 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 

PftHftral Rurpau nf Inyfisfigatinn 

Ph^ 

Cell ^ 1 ^ 

Ph ( Secure) I I 

Faxj I 



— Original Message 

From; I 

Sent: Tuesday- C 

To: 

Cc: I 


(CyD) (FBI) 



Subject: Web Bug fo 

UNCtASSIFIED 


NON-RECORD 






« 


ss ^ 

Cyber Action Team Unit 
Computer Intrusion Section 
Cyber Division 
Room 5931 

935 Pennsylvania Avenue 
Washington, D.C. 20535 

desk! 

fax ] ^ 

CELl l I 

PAGE ^ I 

EMAIL ] 

The information transmitted is intended only for the person or entity to which it is addressed and may contain 
confidential and/or privileged material. Any review, retransmission, dissemination, or other use of, or taking 
of any action in reliance upon, this information by persons or entities other than the intended recipient is 
prohibited. If you received this in error, please contact the sender and delete the material from any computer. 




hi 

b2 

he 

hi A 
blC 
hlE 


2 





(Rev. 01-31-2003) 


™DEBAlJiJHE^,OF INVESTIGATION 


HEREIN IS UNCLASSIFIED 

DATE 12-30-2008 BY 60322UC/lP/STP/gjg 


Precedence : ROUTINE 


To; All Field Offices 


; 09/19/2006 


Attn: Computer Intrusions 

Supervisor (288A) 


From: Cincinnati 

Squad 13 

Contact: 5 



Approved By 
Drafted By: 


Case ID # 


Title: 





Synopsis: To alert all classification 288A supervisors of 

Cincinnati's investigation. 



Details: This communication sets fo rth an investigative ro admap 

for 288A supervisors with resoect to 



Cincinnati is the office of origin in this matter and has opened 
the above captioned file number (UCFN) . Receiving offices should 
expect to receive Action leads on this matter within the next two 
weeks. It is requested that all subsequent investigative 
activity associated with] Ids 

reported to this UCFN, It is important to note tbat Cincinnati 
additionally encourages the initiation of a UCFN in those 
situations where local prosecution is anticipated. Offices that 
have already begun investigations on this matter should forward 
any collected documentation and/or materials to the Cincinnati 
UCFN. 












To: 
Re : 


es From: Cincinnati 

09/19/2006 


b2 

hi 

hi 


In referenced Serial 26, Cincinnati requested FBIHQ support 
from Cyber Action Team Unit ("CATU") , Counterterrorism 
Counterintelligence Criminal Intrusion Unit ("C3IU-2")/ ^nd the 
Cyber Initiative & Resource Fusion Unit (“CIRFU"). Assistant 
Director James E- Finch granted this request and has ordered the 
Regional CAT team (RCAT) to deploy to Cincinnati. The team will 
be operational on 09/20/2006, CA T team deployment was 
rnnrd-i hv | CATU, and the deployment will be 

led by SSA^ CATU, in Cincinnati. 


E arl V 

and Ia|^ 
the scheme . 


3 nee work by SS^ 
of C3IU-2 have provxa 
s work has hiqhliqhted 


a some per 
similariti 


of CtRFU 
ective on 
in the 


on common tools or resources em 


b2 

b6 

b7( 

b7I 


ee rererence 


an 


or 


F 




To: All Field Offices From: Cincinnati 

Re: I I 09/19/2006 


LEAI>(s) : 


Set Lead 1: (Info) 

ALL RECEIVING OFFICES 


Read and clear. 




From: 



|{OTD) (FBI) 


To: 


(OGC) (FBI) 

b6 

Subject; 

RE: St Louis Cl 

^AV issue - with attachments 

b7C 

SECRET 

RECORD 31Sa-sM91661 

ALL lUFORMATION CONTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
UHEKE SHOUN OTEiERUISE 

b2 

b7E 



— Original Message — 

From: | ~ 1 (OGC) (FBI) 

Sent: Wednesdav.Tiat^ r 04 , 2006 4 ; 28 PM 

To: I l(OTD) (FBI) 

Subject: RE: St Louis upaV issue - with attadiments 


SECRET 

RECORD 31Sa-sl-191661 


DATE: 01-08-2009 

CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 

DECLASSIFY ON: 01-08-2034 



Science and Technology Law Unit 
Office of the General Counsel 

Fftripral Riirpaii nf Inupstinatinn 

Ph 
Cell 

Ph (Secure 
Fax 


b2 

be 

b7C 

b7E 


nrininal Mggganp 

From: 

Sent: 




To; 

Cc: 
Subject: 


FiTklrTi Til 


l(OTD) (FBI) 

-tf.rn4 7nnfi4-99PM 


Kb: St LOUIS (JiWv issue - witn attachments 


b2 

b6 

b7C 

b7E 


RECORD 31Sg»sM91661 







— Original Message — 

From; 1 D TD> (FBI) 

Se nt; W^ nesdav. October 04, 2006 1:41 PM 

To: I I fOTD) (FBI) 

Cc; DICLEMENTE, ANTHONY P. (OTD) (FBI) 

Subject: FW: St Louis CIPAV issue - with attachments 


SECRET 

^CQRD 315q-sM91661 


b2 

be 

b7C 

b7E 



Original Mes sage — 

From: I |(OGC) (FBI) 

Sent Wednesday, October 04, 2006 1:32 PM 

To; I H OTDI (FBI) 

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI) 

Subjecb RE; St Louis CIPAV issue - with attachments 

SECRET 

RECORD 3150-81-191661 


bl 

b2 

b6 

b7C 

b7E 


I've reviewed th 
load the CIPANJ 


warrant and the affidavit. Whi 


mm 


(S) 


Ultimately, if the court signs the order, I think it is sufficient but issues are being generated unnecessarily 
This doesn't address the security classification issues raised below. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed eral Bureau of Inv estigation 

Ph -I I 

Cell l I 

Ph (Secure) I 


2 




Fax 


i 


— Original 

From: | k oTP) (FBI) 

Sent: Wprinp<yia\/ Oft nfiar Q4^ 2006 11:39 AM 

To; I koGC) (FBI) 

Cci DICLEMENTE, ArmnONY P, (OTD) (FBI) 

Subject: FW: St Louis CIPAV issue - with attachments 


h2 

b6 

:b7C 

b7E 


SECRET 

RECORD 31Sq-sM91661 



— Original Mess age — 

From: I l (OTD) (FBI) 

Sent* Wednesday. Octobe r 04, 2006 11:28 AM 

to: I K OTO) (FBI) 

Subject: FW: St Louis QPAV issue - with attachments 

SECRET 

RECORD 315q-sM91661 


b6 

b7C 


Here it Is, 


— Original Mess age 

From: 

Sent; 

To; 

Cc: 

Subject: 


JSL)(FBI) 


Tuesday, October 03, 2006 4:29 PM 

(OTD) (FBI) 




SL) (FBI)f 


FW: St Louis QPAV Issue - with attachments 


](SL) (FBI) 


SECRET 

RECORD 315g-sl-191661 



I |asked me to get in touch with you on the CIPAVs we are wanting to deploy. Just in case you don't 

have them, here is the affidavit and the search warrant language we were planning to use for our CIPAVS. 
I see you already have my explanation of the case (in the email string below). Our AUSA has looked at 
the affidavit warrant la nguage and is ready to go on our end to get the search warrant and PR/TT orders. 

I |iscussed the classification issue on the devices, and ttiat seems to be the only 

outstanding nurciie to getting this done. The summary of the case outlined in the email string below should 
help you evaluate the case with respect to that restriction. Can vou take a look at that summary and let us 
\ know what vou think about whether this restriction anolies? I 


bl 

b2 

b6 

b7C 

b7E 


3 







I 




« hrie: language on warrant.wpd » « Fil^ 

— Original Mes sage — 

From: I 1 (SL) {FBI) 

Sent: Wpdnpsdav Spnt-pm hpr 27, 2006 11:26 AM 

To: I l (SU(FBI) 

Subject: FW: St Louts CIPAV issue - with attachments 


iffidavitwpd 

( s ) 


RECORD 315a-sl-191661 


— Original Mess age — 

From: I 

Sent: Tuesd; 

To: I 

Cc: I 

Subject: RE: 5t 


.OUiS 


J(OTO} (FBI) 
imber26, 2006 11:22 AM 

(SL) (FBI) 

30 TD) {FBI): I 

P3w issue - with attachments 


OTD) (FBI) 


SECRET 

RECORD 315q-$l-191661 


Let me take a minute to introduce mvselfj I 

I Please contact me for all future inqueries regarding your case. My conta^ info is as follows: 

SS/fl | i 

Supervtsory Special Agent 
Operational Technology Division 
Digital Evidence Section 
Cryptologic Ele ctronic Analysis Unit 

joffice) 

Icellular) 


— Original Message — 

From: I H (SL) (FBI) 

Sent: Tuesday. September 26. 2006 

To: \ 1 

Cc: 1 

Subject: St Louis CIPAV issue - wifl 


issue - with attachments 


SECRET 

RECORD 315q-sM91661 


... 





Well get to work on this end and keep you guys in the loop as we go. Would you prefer we deal with 
someone else in your unit for the day-to-day aspect of this case? 

Talk to you soon 



Original Mess age 

From: I t OTP) (FBI) 

Sent: Monday, September 25. 2006 4:44 PM 

To: 

Cc; 

Subject: RE: St Louis CIPAV issue - with attacnments 


b6 

b7C 


SECRET 

RECORD 31Sq>sM91661 


Thanks for reminding me. With several cases from the same FO, it is difficult to keep them 
straight. 


There were several issues with this particular case, some easily overcome, and one that may be a 
show stopper. They are as follows: 



Those are the issues thus far. I have included the Unit Chief and the Program Manager for these 
ops on this message as well. 



Original Mess age 

From: I ~l (SL) (FBI) 

Sent: Friday. September 22. 2006 10:14 AM 

To: I I COTD) (FBI) 

Subject: St Louis CIPAV issue - with attachments 

SECRET 


h2 

he 

hlC 

h7E 


RECORD 315q-sM91661 






I 



I resent you the emai j I wrote on the deal - you have to forgive him, we're still 

trying to teach him the beauty of brevity. 


I I 

I 

I nilic 


b6 


"Tdesk 

b7C 


Jcell 

b2 


— Origirtal 

From: I f SLKFBI) 

Sent: Friday. Septem ber 22. 2006 9:12 AM 

To: I l( SL) (FBI) 

Subject: pw: bt Louis CIPAV issue - with attachments 


SECRET 

RECORD 31Sq>sM91661 


Original Mess age 

From: H 

Sent: 

To: 

Cc: 


Subject: 




JSL){FBI) 

Pr 14 7nijfi in:?1 AM 




RE: St Louis CIPAV issue - with attachments 


SECRET 

RECORD 315a-sM91661 


And with the attachments... 

<< File; language on warrant. wpd » « Fil^ 

SECRET 


RECORD 31Sq-sI-191661 


ffidavitwpd 

Ns) 


» 


bl 

h 2 

he 

hlC 

b7£ 


(U) Ref our telcall on Tuesday, as you requested, I have attached the draft 
affidavit/warrant language we are planning to use (if we can clear all the hurdles) 


for installation of the CIPAVi 


(S) 

(S) 


[Also, 

here is a short version ot the case that details wtiat we are trying to do with tnis 
technique. 


The nri 


nrimary 315.cases involved are on 



6 








Siefiqf 



SL JTTF 



desk) 

cell) 


DERIVED 


:;3 FBI Classification Guidft-Q«9rgated 1/97. Foreign 



Countefintelliaence Inves 


DECLASSIFICATie«rEXEMPTION 1 


DERIVE! 


Classification Guide G-3 


oreian 


Counterinteliiaence Invest!' 


DECLA: 


XEMPTiON 1 


DERIVEDFRdnini3^^H=mXLlassmcati< 


1/97. Foreign 


Counterintelligence Inv 
DECLASSIFiejmON EXEMPTION 1 
SECRET 



DERIVED FRoii)hvG-3 FBI Classification Guide G-3. dated 1/97. For4im 
Countefintelliaencevinvestiaations 
DECLASSIFICATIQN^EMPTiON 1 
SECRET 


DERIVED FROM: G-3 FBi Ciassific^ on Guide G-3 
Investigations 

DECLASSIFICATION EXEMPTiON 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Gui 



d 1/97. Foreign CounterInteilioence 


1/97. Foreign Counterintelligence 


investigations 

DECLASSiFiCATION EXEMPTiON 1 
SECRET 



DERIVED FROM: G-3 FBi Ciassificatlon Guide G-3. dated 1/97. Foreign 

M^IONI 


terlntellioence 


investtoations 
DECLASS IFiCATiON EXE 
SECRET ^ 


8 




From: 

Sent: 

To: 

Cc: 


DATE: 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/S2 
PEASON: 1.4 (C) 

DECLASSIFY OH: 04-06-2034 

ALL INFORHATIOH COHTAIHED 


RE: CIPAV boiler plate/FlSA boiler plate 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 7 



HEREIN IS UNCLASSIFIED EXCEPT 


where SHOWH OTHERWISE 




Original Message 

From : | t OGC) ( FBI) 

Sent: Thursday, geotembe r 14, 2006 1:43 PM 

To: I t OTD) (FBI) 

Subject: FW: QPAV boiler plate/FISA boile' plate 


SENSITIVE BUT UNC 
NON-RECORD 


SIFIED 


« 



NSLB should be involved early on to resolve concerns about wfhether this is properly being worked as a FISA matter. 


ssistant General Counsel 


Science and Technology Law Unit 
Office of the General Counsel 



1 








— Original Message — 

From: | I fOGC) (FBI) 

Sent: Tuesday. Septemb er 05, 2006 1:01 PM 

TO! I K CvD) (FBI) 

Subject: RE: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCI^SIFIED 
NON-RECORD 7 



b2 

b6 

b7C 

b7E 


Finally, tell SL they must work with the substantive desk at FBIHQ and they must work with NSLB when drafting the 
order. NSLB actually drafts the order. 


Assistant General Counsel 
Science and Technology Law Unit 


Office of the General Counsel 

Federal Bureau of Investigation 



— Orl qinal Message 

From: I | (CvD)(FBI) 

Sent; Tuesday. Septe mber 05, 2006 11:35 AM 
To; I r OGO (FBI) 

Subject: FW: QPAV boiler piate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 

noFTrecord 7 


As we discussed- 


— Original Messa ge — 

From; 

Sent: m 

To; I 


[ 


vna kLW‘nriTit.-i acTiviiT ii 


a 


tr; PM 


Subject: FW: CIPAV boiler plate/RSA boiler plate 


] 


SENSITIVE BUT UNCLA^IFIED 
NON -record' / 


be 

b7C 


Please provide 


ith the help he requests. 






— Original Message — 

From; I 1 (SU (FBH 

Sent: Wednesday, August 30, 2006 10 :35 AM 

To: I 1 

Cc: \ h ail mil 

Subject: QPAV boiler plate/RSA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


a I hate to admit this to you, but your presentation was very helpful last week. We talked about the CIPAV 
ayit language your group has - I'd like to get some of that. 


bl 

b2 

■b6 

b7C 

b7E 


Any help is good help. 
Thanks again 


[ 


St. Louis 





SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCL 

^SIFIED 

SENSITIVE BUT UNC^ 

1 

ASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNQLASSIFIED 






From: I H fOCQ (FBI) 

Sent: Thtirsdav Sfintamber 14. 2QQ6 12:04 PM' 

To: I I 

Subject: RE: St Louis CIPAV issue - with attachments 


SECRET 

RECORD 315q-sM91661 


Will review and get back to you. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed eral Bureau of Inv estigation 
Ph- 


Cell ^ 

Ph ( Secured \ 



DATE: 01-08-2009 

CLASSIFIED BY 60322UC/LP/STP/gjg 

REASON: 1-4 (C) 

DECLASSIFY ON; 01-08-2034 


b6 

hlC 

b2 


— Original Message- — 

From: | |OTD) (FBI) 

Sent: i nursoay, septemnW 14 , 2006 11:47 AM 

To: 

Cc; 

Subject; FWi St Louis CIPAV issue - with attachments 

SECRET 

RECORD 31 5a>sl-1 91661 



Please review and advise. 



bl 

b2 

b6 

b7C 

b7E 


— Original 

From: 

Sent: 

To; 

Cc: 

Subject: 


Message 






](SL)(FBI) 

pr 14 7nnfi 11r?1 AM 


RE: St Louis QPAV issue - with attachments 


L 


I 


SECRET 

RECORD 31Sg.sl-191661 


And with the attachments... 

File: language on warrantwpd » « FiW 


ffi 


iff 


wpd » 


RECORD 315a-sM91661 


1 



ALL INFOREATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
ItIHERE SHOUN OTHERNISE 



From: I l (OGC^ (FBI) 

Sent: r Monday Sfintemher 11, 2006 12:55 PM 

To: 1 kOGC) (FBI) 

Subject: Criminal IPAVH 




bl 

b2 

be 

b7C 

b7E 


Assistant general counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed eral Bureau of Inv estigation 
Ph 

Cell 

Ph ( Secure! I 
Fax -I 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE Bl( 

1 

JT UNCLASSIFIED 

SENSITIVE fiL 

IT UNCLASSIFIED 

SENSITIVE BUtVj 

INCLASSIFIED 

r \ 

SENSITIVE BUT U 

• 

^CLASSIFIED 


DATE: 02-26-2009 

CLASSIFIED BY 60322UC/LP/STP/gjg 

REASON: 1.4 (CJ 

DECLASSIFY OH: 02-26-2034 



1 


ALL INFOPHATION C OBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



n (OGC) (FBI) 

From: I t OGC) (FBI) 

Sent: Friday, September 08, 2006 5:09 PM 

To: I l (CvD) (FBI) 

Subject: R£; Model language 


SENSITIVE BUT UfJjSLAgSIFIED 
NON-RECORD ^ 


I've received both email and the draft language. Unless this is HOT. I’m checking out now for the weekend. I'll get you 
feedback Monday morning. 


Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of Iny estiaation 
Ph 
Cel 



b2 

b6 

b7C 


unginai 

From: 

ytfissaasirj.:. 

1 _ ICVD) (FBI) 

Sent! 


To: 

\ \ (OGC) (FBI) 

Subject: 

FW: Model language 

SENSITIVE BUT ONCLASSIFIED 


NON.RECORD 


be 

b7C 


Here is another one. 



lessaae 

From: 

1 1 (OTD) (FBI) 

Sent: 

Frfdav, SentemhPT OB^ 2006 1:23 PM 

To; 

kCyDHFBI) 

Cc: 

I0TD)(FBI) 

Subject: 

FWT‘ivroaei“ language? 

SENSITIVE BUT UNCLASSIEIED 


NON-RECORD 


DATE: 02-26-2009 

CLASSIFIED BY 60322UCyLP/STP/gjg 

REASOB: 1.4 (C) 

DECLASSIFY OK: 02-26-2034 


SENSITIVE BUT UNCfeASSIRED 
NON-RECORD 


ALL IHFORHATIOH COHTAIMED 
HEPEIH IS UKCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Guys, 

I received a telephone call from the TTA on this case 



b2 

b7E 


1 






— Original Message — 

From: I l (OTD) (FBI) 

Sent: W^hesdav. July 11 ^006 2:02 PM 

To: I l :SL)(FBI) 

Subject: RE; Model language 



have drafted an affidavit and the search warrant language for doing this. Does someone at your end need to 
review these to make sure they are correct and are what you need? If so, are you that person? If not, can you 
let me know who I need to send these things to? (or you can just forward them, as I have attached both of 
them) Thanks in advance. 



2 





t-wpd 


File: language on warrant. wpd 


— Original Mess age — 

From: I l oTD^ (FBI) 

Sent: Monday, Mav 15. 20 06 10:32 AM 

To: I K SU(FBI) 

Subject: Model language 


SENSITIVE BUT U 
NON-RECORD 


lED 


File: Mod 




ffidavit.wpd 

(S) 




SSA 

Secure I eeiiridiuijmi! bupiuiimiBh . 

Cryptologic and Electronic Analysis Unit 
Operational Technology Division 
Eoqineerina Res earch Facility 

voice 
STU III 

fax (non-secure) 
fax (secure) 



SENSITIVE BUT UNCLASSIFIED 


NSITIVE BUT/UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BU 



CLASSIFIED 


SENSITIVE BUT UN< iSSIFIED 



SENSITIVE BUT UNCLASSIFIED 









From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON<^ECORD 


“1 (OGC) (FBI) 

T uesday. September 05. 2006 4:44 PM ^ 


E: IPAV and OCONUS Deployment 


DATE: 04-06-2009 

CLASSIFIED BY OC 60322 LP/STP/S2 

REASON: 1.4 (c) 

DECLASSIFY ON: 04-06-2034 


ALL INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOl® OTHERTiJISE 



Assistant General Counsel 
Science and T echnology Law Unit 
Office of the General Counsel 
Federal Bureau of InYestiaation 
Ph 
Cell 

Ph f S4cuf61 J 
Fax 


1 


b2 

b6 

b7C 

b7E 


kCyD) (FBI) 


— Original Message — 

From: I 

Sent: Tuesday. September 05. 2006 ^:53 FM 

To: I 

Subject: Vw: 

Importance.' High 


i 



UNCLi^SIFiED 

non^record" 


Gentlemen, 


b2 

b6 

b7C 

b7E 


— Original Mpccanp — 

From: I | (EP)(FBI) 

Sent: Tuesday. Seotemb^ 05. 2006 2:17 PM 

To: 

Cc; 

Subject: 

Importance: High 

UNCL^SIFIED 

noHTrecord" 



1 
















From: 

Sent: 

To: 

Subject: 


uesda' 


^(OGC) (FBI) 
eotemb er 05, 2006 1:01 PWP 
K OTD) (FBI) 

boiler plate/FISA boiler plate 


SENSITIVE BUT UNCLASaFIED 

NON-RECORD 7 



— Original Message-— 

From; I 

Sent: ' tuesdav.! 

To: 

Subject: FW: CIPA\ 


ICCvD) (FBI) 

j^er 05, 2006 11:35 AM 
_J(OGC) (FBI) 

^er plate/FISA b«ler plate 


SENSITIVE BUT UNCL^SIFIED 
NON-RECORD 7 



As we discussed. 




4 


1 


DATE: 04--06-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 
REASOH: 1.4 (c) 

DECLASSinr ON: 04-06--2034 

t 


i 


ALL IMFORHATIOH COHTAIHED 
HEREItr IS OHCLASSIFIED EXCEPT 

sihem: sHoirar otheruise 












From: I ~| (OGC)(FBI) 

Sent: Tuesday. September 05, 2006 12:27 PM ' 

To: } t OTD) (FBI) 

Subject: RE: CIPAV boiler plate/FISA boiler plate 


SENSITIVE BUT UNCLASSIFIED 

non-recor5" / 


DATE: 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 

REASON: 1.4 (c) 

DECLASSIFY ON: 04-06-2034 


This looks like a criminal warrant and a FISA warrant ..? 


b2 

b6 

b7C 


[ 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
F ed eral Bureau of Inv estigation 
Ph- 

Cell| 

Ph (Secure) 

Fax -j 



— Original fipssane 

From: 

Sent: 

To: 

Subject: 


spnrpmhprnq 2006 11:35 AM 

I l (OGQ (FBI) 

FW: CIPAV boiler plate/FISA boiler plate 


SENSITIVE BUT UNCLAS SIFIED 
NON-RECORD 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SHOUN OTHERWISE 




As we discussed. 




— Original Message 

From; 

Sent: ^ 

To: r 

Subject: hw: u.kav ooiier pidtS/Ft5>A b^iier place 




l(OTD) (FBI) 

: 30. 2006 2:36 PM 


SENSITIVE BUT UNCLASgtFIED 
NON-RECORD / 


be 

b7C 


Please provid 



ith the help he requests. 


— -Original 

From: | |(SL) (FBI) 

Sent: WpHn«ria» a..nn^r 30 , 2006 10:35 AM 

To: 1 [OTD) (FBI) 

Cc: I 1( SL)(FBI) 

Subject: upav Doiier piate/FiSA boiler plate 


SENSITIVE BUT UN 
NON-RECORD 


IFIEO 



1 








kOGC) (FBI) 

From: 1 I fCvD^ (FBI) 

Sent: T uesdav. Septem ber 05, 2006 1 1 :23 AM 

To: I t OGC) (FBI) 

Subject: CIPAV Boiler Plate Language 


UNCLASSIFIED 

NON-RECORD 


be 

b7C 

b2 

b7E 


Thanks, 


Superuisory Special Agent 
Operational Technology Division 
Cr\/ptologic E lectronic Artalysis Unit 

(office) 

(cellular) 


UNCLASSIFIED 


ALL INFOBHATIOH COHTAIKED 

HEREIN 13 UNCLASSIFIED 

DATE 12-24-2008 BT 60322UC/LP/STP/ff3g 


♦ 


1 



< 


(OTP) (CON) 


From: 

Sent; 

To: 

Cc: 

Subject: 



CORD 288B 


(OTD) (FBI) 



RE: Dallas & LHM 


DECLASSIFIED BY UC 60322 LP/STP/SZ 
ON 04-06-2009 


b2 

b6 

hlC 

hlE 


That is my two cents... . 


Original Message 

From: 

Sent: 

To: 

Subject: 


l(OTD) (FBI) 


1 


Wednesday. July 26. 2Q06 3:07 PM 


FW: Dallas EC & LHM 



CORD 288B 


1 


What is this guy talking about? 


b6 

b7C 

b2 


Data Intercept Te chnology Unit 


](OGC) (FBI) 


Original Message 

From: I 

Sent: ^Monday. July 24. 2006 4:15 PM 

To: 

Cc: 

Subject: FW: Dallas EC & LHM 




RET 
CORD 288B 


b2 

b6 

b7C 

b7E 


I 





Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
F ederal Bureau of Investigation 


b2 

b6 

b7C 

b7E 



— Original Message 

From: | t OLKFBI) 

Sent: MoriHav iiulv ^4 . i^OQS 1:30 PM 

To: I Iro cn (FBI) 

Ce; I t PL) (FBI) 

Subject: FW; Dallas EC & LHM 

sse^T 

RECORD 288B 



It was nice to meet you while you were here in Dallas last week. Here are the EC and LHN/j 

las you requested. 


b2 

b6 

b7C 

b7E 


SA Miguel A. Clarke 
FBI Dallas 


— Original Message — 

From: I I piVFBn 

Sent: Thursday. February 23 , 2006 11:32 AM 


2 



Cc: 

Subject: 


l~ If PUfFBn 

FW: Dallas EC & LHM 

SECRET 
R^ORD 288B 


b2 

be 

b7C 

b7E 


I am sure that this makes the situation far more com plex But 1 iust fou nd out so I thought 1 would give you all the 
heads up. Please call me if you have any questions. j | 

Best regards, 


Original 

From: | tOL)(FBI) 

Sent: weanesaav. r-ep ruaiv 08, 2006 2:32 PM 

To: rrro) (fbi) 

subject: ' TT a na rgTa T fff i 


288B 



be 

b7C 


JSF Project. 


« File; 010mac01.ec » « File: OOOmacOl.lhm » 


DERIVED FROM: G-3 FBI Classific^on Guide G-3. dated 1/97 


/ 

. Foreian Ci 


Counterintelligence Investigations 


DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM; G-3 FBI 
DECLASSIFICATION EXEMPTION 1 
SECRET 


Guide^-3. dated 1/97. Foreign Counterintelligence Investigations 


DERIVED FROM: G-3 FBI Classification Guide Q-3. dateo^/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. For^n Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION;!^ 






IfOGC) (FBI) 

From: I If OTD) (FBI) . 

Sent: Tuesday. July 11. 2006 9:07 AM 

To: I . r SU (FBI) 

Cc: I l (OGC) (FBI) 

Subject; FW; Model language 


SENSITI 

RECOR 



b2 

b6 

b7C 


Thank j | 

I \will submit this to oui |for revievy. He keeps us legally clean and out of jail 

:-)• 

From the cursory review, it looked good, but I am not an attorney.. I will get back with you ASAP on this. 


Original Mess age 

From: I If SUtFBn 

Sent: . Mnnfifly Udy 1 fl ?flfUi 6:13 PM 

To: I l(OTD) (FBI) 

Subject: RE: Model language 


SENSITIVE R‘»T 
RECORq I 


I 


' bl 

Thanks for the pony. We have decided to proceed with using a CIPAV in our case (actually, 4 of them). We have drafted^2 
an affidavit and the search warrant language for doing this. Does someone at your end need to review these to make sureh'7 e 
they are correct and are what you need? If so, are you that person? If not, can you let me know who I need to send these 
things to? (or you can just forward them, as I have attached both of them) Thanks in advance. 


SL JTTF 



I language on 

ATTioavitwpo... arrant wpd (5 KB).. 


— Original Message — 

From; I I (OTP) (FBI) 

Sent: Monday. Mav 15. 20 06 10:32 AM 

To; I r SL)(FBI) 

Subject: Model language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD / 



DATE: 02-26-2009 

CLASSIFIED BY 60322UC/LP/STP/gj g 
REASON: 1.4 (C) 

DECLASSIFY OH: 02-26-2034 


ALL INFORHATION COBTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SHOOT OTHERWISE 


bl 

b2 

b6 

b7C 

b7E 






I will talk with my team leader this afternoon**, not sure if this is what you were looking for or not Also, NSLB has 
model languages used in the FISA type warrants, but they may Include language that may not be used in the criminal 
matters. 


b6 

b7C 

b2 



ssaI 1 

Secuik 

Cryptologic and Electronic Analysis Unit 
Operational Technology Division 

PriffinAAfinn RA^arrh Facility 

voice 
STU III 

fax (non-secure) 
fax (secure) 


2 





(OGC) (FBI) 


From: I j (OTD) (FBI) 

Sent; Tuesday. June 2 7. 2006 7;53 AM 

To: I ~l (OGC) (FBI) 

Subject: RE: Opening of anthrax threat case 



Original Message — 

From: I 

Sent: 

To: 

Subject: 


YpGQ (FBI) 


uretiTi 


5:22 PM 

I ~| (OTD) (FBI) 

FW: Opening of anthrax threat case 


UNCU 

NOTf-RECORff 


h2 

be 

b7C 

b7E 



Any update available on this 


T^SSTSTSnrGBTferal Counsel 
Science and Technology Law Unit 
Office of the General Counsel 



b2 

be 

b7C 


— Original 

From: 

Sent: 

To: 

Subject: 



\ 


iGC) (FBI) 

Thursday. May j? 5. 2006 4:41 PM 

^(OGC) (FBI) 


RE: Opening of anthrax threat case 


UNCPSSSIFIEtr' 

NON-RECORD 


The ILL) POC will be| 


He’s out of the office until next week. Let me if you need anything before then. 


b6 

b7C 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


Message 

I t OGC) (FBI) 

I hursdav. Mav z5. 200 6 1:37 PM 

I^OT D^ (FBI) 
t OGC) (FBI) 

RE: Opening of anthrax threat case 


UNCtASStHED 

NON-RECORD 



DATE: 04-01-2009 

CLASSIFIED BY 60322UC/lP/STP/gjg 
REASON: 1.4 (C) 

DECLASSIFY ON: 04-01-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 






As this is a criminal investigation, the case agent must work with his CDC on these legal issues. The COC can 
coordinate with me and together we can coordinate with Investigative Law Unit. 


is is a heads-up. Can you give me a point of contact at ILU 



Thanks. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of I nvestiqation 

Ph {seIItl ^ I 


Message 

From: I t oTD) (FBI) 

Sent: Thursday. May 25. 2006 8:15 AM 




: upening or anmrax mreat case 


UNgJCTSieiED 

NON-RECORD 


Original Mess age 

From: t I COGQ (FBI) 

Sent: Wednesday, May 24, 2006 5:42 PM 

To^ |(OTD) (FBI) 

Subject: itEi: dpening of anthrax threat case 

UNO^SSSfagD 

NOIT-RECORD' 






Assistant Cieneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of In vestigation 
Ph 4 I 

Ph f Secure) f I 

Fax 4 


— Original Message — 

From: I If OTD) (FBI) 

Sent: ,JUSSdaYi, M§ll23. 2006 4:13 PM 

To: I i rOGC^ (FBI) 

Subject: FW: Opening of anthrax threat case 


NON-RECORD 


— Original Mess 

From: 

Sent: 

To: 


MM) (FBI) 




Ca 

Subject: 


pening of anthrax threat case 


UNCLASStHED 

NON^ECORCr 


Here is a copy of the opening EC. 


« File; 142heh02.ec.wpd 


UNCLASSIFIED 




SSIFIED 


SSIFI 


LASSIFIED 





OGC) (FBI 


From: 

Sent: 

To: 

Subject: 


; use 0 


l (OTD) (FBI) 
2006 1 1 :43 AM 
(OGC) (FBI) 
kV-MM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



— Original Message — 

From: | ~l; OGC) (FBI) 

Sent: Fridau limp n? 1V4I aM 

To: I k OTD) (FBI) 

Subject: RE; Use of QPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Ipyestioation 

Ph (Secureri 

Fax -I 1 ‘ 


— Ori ginal Message — 

From: | | [OTI>) (FBI) 

Sent: Friday. June 02. 2006 11:39 AM 

To: I KOGC) (FBI) 

Subject: RE: Use of ClPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Yes. 



— Original Mess age — 

From: I ~l (OGC) (FBI) 

Sent; Friday June 02, 2006 11:32 AM 

To: I t orm (FBI) 

Subject: RE: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


ALL IKFOEHATIOH COKTAIHEEi 

HEPEIU 13 UUCLASSIFIED 

DATE 04-01-2009 BY 6032 2UC/LP/STPy gig 







1 

1 

1 b2 

Assistant General Counsel 

he 

Science and Technology Law Unit 

hlC 

Office of the General Counsel 
Federal Bureau of Investigation 

Ph J , 1 , 

Ph (Secure) -1 j 

Fax 1 1 

hl^ 


Original Mess age — 

From; IT I (OTD) (FBI) 

Sent: iringn? 2006 8:23 AM 

To: I | (OGC) (FBI) 

Subject: RE: Use of QPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 

b7C 


We are on the same page with the field the way I understand things so far. I will fon/vard you what the 
case agent had as a draft in thi.s case | have provided the case agent with a USA's name in another 
district to provide tol ps he had requested previously as well. Below is the attachment of 

the Affidavit for the CIPAV. 

« Message: CIPAV » 

— Original Mes sage — 

From: | ~l (OGC) (FBI) 

Sent: Thursday. June 01. 2006 3:27 PM 

To: I 1 

Subject: Use of QPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




For your information. 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


Ph ( Secure) 
Fax J 


2 












AO 1 06 (Rev . 7/ 671 Affidavit^fe&RCT^nt 

United States District Court 

Southern DISTRICT OF Florida 


In the Matter of the Search of 



(S) 


APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 


CASE NUMBER: 


bl 

b6 

b7C 



I am a 






Officiai Title 


that □ on the person of or IS on the property or premises known as 


in thfi 


S,o, lit. hern 


District of 


being duly sworn depose and say: 
and have reason to believe 



F1 o-rida 


bl 

b2 

tb7E 


(S) 


which is 

evidence of a crime 


concerning a violation of Title 18 United States code, Section(s) 2332a 

The facts to support a finding of Probable Cause are as follows: 

see attached affidavit 


DATE: 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/32 

REASON: 1.4 (c) 

DECLASSIFY OH: 04-06-2034 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IiJHERE SHOOT OTHERWISE 


Continued on the attached sheet and made a part hereof: ^ Yes □ No 


Signature of Affiant 

Sworn to before me and subscribed in my presence, 


Date 



City and State 


Name & Titie of Judicial Officer 


Signature of Judicial Officer 





AO 93 fRev. 5fS5\ Search Warrant 


United States District Court 

Southern DISTRICT OF Florida 


■ - .Ll__ t- 



SEARCH WARRANT 


CASE NUMBER: 


TO: 

Affidavit(s) having been made before me by 


and any Authorized Officer of the United States 




who has reason to 


bl 

b2 

b6 

b7C 

b7E 


holiowei that D nn fho norcnn nf nr nn tho nromicatc lfnr««/n ac 

» 


ALL INFORHATIOK COKTAIKED 
HEREIH IS UNCLASSIFIED EXCEPT 
I.JHERE SHOUW OlHERUISE 


DATE*; 04-06-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 

PEASON; 1.4 (c) 

DECLASSIFY ON: 04-06-2034 


bl 

b2 

in the Southern District of Florida there is now 

concealed a certain property, namely 


I am satisfied that the affidavit(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before 

Date 

(not to exceed 1 0 days) the person or place named above for the person or property specified, serving this warrant and 
making the search (in the daytime - 6:00 A.M. to 1 0:00 P.M.) (at any time in the day or night as I find reasonable cause 
has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to 

as required by law. ^ ® Magistrate judge 


Date and Time Issued 



City and State 


Name and Title of Judicial Officer 


Signature of Judicial Officer 



OGC (FB\ 


From: 

Sent: 

To: 

Subject: 




(OGC) (FBI) 
01,2006 4:29 PM 
(OGC) (FBI) 


Re Philly Case 


SENSITIVE BUT UNC 
NON-RECORD ^ 


bl 

b2 

b6 

b7C 

b7E 



We think there are two: 



Please review and make changes a necessary. I need to see your changes and send them off to NLSB and OIPR 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 

Fp Hpral Bureau nf In vestigatinn 

, — l: — , 

ph (Secure) I , | 

Fax^ 


bl 

b2 

he 

hi 

hi 


DATE: 02-25-2009 

CLASSIFIED BY 60322UC/lP/STP/gj g 
REASOH: 1.4 (C) 

DECLASSIFY OT: 02-25-2034 


SENSITIVE BUT UNCL 


ALL lUFOFHATIOHf COFTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IfJHEPE SHOUN OTHERUISE 


PIED 






OGC (FBI 


Fr< 

Sei 
To 
Cc 
Subject: 


|[OTD)(FBI) 

THursdav. Mav 25. 2006 12:57 PM 


RE: Opening of anthrax threat case 


UNCt^g^D 

NON-RECORIT' 


(S) 


bl 

b2 

b7 


(S 

(S)| 



it is coming from. Th 



tS) 



Information Technology Specialist 
' Op erational Techno logy Division 
0-| 

M- 


(S)bl 


DATE: 02-25-2009 

CLASSIFIED BY 60322UCyiP/STP/gjg 
REASON: 1.4 CC) 

DECLASSIFY ON: 02-25-2034 


b2 

b6 

b7C 

b7E 


Original M 

From: I 



(OTD) (FBI) 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TiIHERE SHOOT OTHERNISE 


1 





Sent: 

To: 

Cc: 

Subject: 



•Riursdav, May 25, 2006 8:15 AM 

ifOGCUFan 

RE: Opening of anthrax threat case 



NON-RECORD 



— Original Message — 

From: I ~l (OGq (FBI) 

Sent: Wednesday. May 24. 2006 5:42 PM 

To: I k OTD) (FBI) 

Subjert: RE: Opening of anthrax threat case 

UNCL^^IED 

NOKi-RECORD 



b2 

b6 

b7C 

b7E 


All of this has to be coordinated with ILU, with the CDC of the case agent and possibly with the supported AUSA if 
one has been identified. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of ttie General Counsel 

Federal Bureau of Ipyestioation 
Ph- I 

Ph ( Secure) -I 
Faxj 



. — Original Mess age 

From: I I (OTP) (FBI) 

Sent Tuesday, May 23, 2006 4:13 PM 

To: I r OGC) (FBI) 

Subject: FW: Opening of anthrax threat case 


UNCLASStRgP 

NON-RE&ORD 




be 

b7C 


2 











From; 

Sent: 

To: 


r OGCVFBn 

Wednesday. May 24. 2006 1:57 PM 


Cc: 

Subject: 


matter 


- New Coi 


SECRET//NOFORN 
RECORD 315 



base don your representation 


IS) 



Assistant General Counsel 
National Security Law Branch 
rsawara CouHsei FBI 

Voice 
Pager 
Secure Fax 
Fax 


— Original Message — 

From: 1 

Sent: Wednesday. Ma^ 

To; I 

Cc I 

Subject: Kt: fh rriacter u 

SECRET//NOFORN 
RECORD 315 


J(OTD)(FBI) 

24. 2006 12:59 PM 


lew concern 


(S) 


v/r 


inrormaiion 

Op erational 

O- 

M- 


ecFinology Specialist 
'echno loav Division 


Oricinal Message 

From: ^(OGC)(FBI) 

Sent: Wednesaav. wav 24. 2Qi 

To; 

Cc: f 

Subject: Hbi m mamr ut>-bui - 

DATE; 12-29-2008 
CLASSIFIED BY 60322UC/LP/STP/g-jg 
REASON: 1,4 (C) 

DECLASSIFY ON: 12-29-2033 


ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


I 





SECRET//NOFORN 
RECORD 31 S 


Thanks I think this, js.aa,imnf^rtar\t distinotinn 




As^tanlGenerat uounsel 
National Security Law Branch 
^£&Cfi«oLiafiDfiC2LLCounsol FBI 

Voice 
Pager 
Secure Fax 
Fax 



b6 

b7C 

b7E 


Original Mess age 

From; I [OTD) (FBI) 

Se nt; Wednesday^ May 2472006 8:49 AM 

Toif 

Cc:L 

Subject: FW; PH matter 06-582 - New Concern 

SECRET//NOFORN 
RECORD 315 



bl 

b2 

be 

b7C 

b7E 


^S 


jplease correct me if I am wrong on this. 


j 


Original Mess age 

From: I [ OGCXFBn 

Sent Tuesday. May 23. 2QQ6 5:42 PM 

S f I - 

Subject: RE: PH matter 06-582 - New Concern 

SECRET//NOFORN 
RECORD 315 


bl 

b2 

'b6 

b7C 

b7E 


I have spoken to QiPR and they have taken this under advisement and will respond. Mv question to you ail: 

(S) 


Assistant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 


Pager 
Secure Fax 








Original Mess 

From: 

Sent: 

To: 

Cc: 

Subject: 



Importance: High 


SECRET//NOFORN 
RECORD 315 



Thanks 



3 






Science and Technology Law Unit 
Office of the General Counsel 
Fe deral Bureau of In vestigation 

PhtZZ^ ^ 

Ph i Ser.Lire^ I | 

Fax 


— Original Message 

From: [~ 

Sent: _C1 

To: I 

CC: I 

Subject: i^l 


SECRET//NOFORN 
RECORD 315 


CTD) (FBI) 


b2 

b6 

b7C 


matter 


However, any rewording may or may not be accepted by the FISC as OGC has advised. 

Or the presentation of acceptable rewording would take months such as our experience with PG's 
case that is still unresolved. 


SSi^ 

FBIHQ/CTD/LX1 

ITOS 1/CONUS 1 
Rm 4W1 58 
Desk 
Pgr 

Internal Secure 



b2 

b6 

b7C 


Original Mess age — 

From: | 

Sent: Monda 

To: I 


May 15, 2006 10:39 AM 


Cc: 

Subject: 


RE: PH matter 06-582 


SECRET//NOFORN 
RECORD 315 


That is the best case, with the only other option being a rewording of the order to cover 
our... equities. 




SS4| 

Assistant 


action Chief 

fil)ce Section, Operational Technology Division 
Voice 
Fax 
Ceil 


b6 

b7C 

b2 



Original Mess age- 

From: 

S 
T 



(CTD) (FBI) 










Importance: High 

SECRET//NOFORN 
RECORD 315 


Bottomline time; 


SS At I 

FBIHQ/CTD/LX1 
ITOS 1 /CONUS 1 
Rm 4W1 58 
Desk 

Pgr 

Internal Secure 


h2 

be 

b7C 

b7E 


Original Mes sage — 


From: 

1 tOGCKFBI) 

Sent: 

Friday, May 12, 2006 5:09 PM 

To: 

n rOGD (FBl\ 

Cc: 

1 jrcTD) fFBn 

Subject: 

RE: PH matter 06-582 


SECRET//NOFORN 
RECORD 315 


b 2 

be 

b7C 

b7E 


Assistant uenerai oounsei 
National Security Law Branch 
Office of General C ounsel FBI 

I Voice 

Pager 
Secure Fax 
Fax 


— Original Mess age — 

From: I ~~lt OGO (FBI) 

Sent: Friday, May 12, 2006 4:29 PM 

To: l~ ~r OGOfFBn 

Subject: FW: PH matt^ 06-582 

Importance: High 

SECRET//NOFORN 
RECORD 315 


b2 

b6 

b7C 

b7E 



Assistant General Counsel 
Science and Technology Law Unit 
ice of the General Counsel 
Federal Bureau of Investigation 


5 
















^ . M 


— Original Mess age — 

From: | 

Sent: Prldav 

To: I 


kOGCXFBI) 
5006 1:52 PM 


Subject: 


PH matter 06-582 


SECRET//NOFQRN 
RECORD 315 


After our discussion yesterday I reviewe d the o rder] pent me which is 

sup erceded bv th e more updated orders i "b ent me yesterday, t also spoke 
with! [this mornin 


tant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 


Voice 
Pager 
Secure Fax 
Fax 


DRIVED FROM; G-3 FBI Classification Gui 


Counteflutelljaence Investigations 
PECLASSIFYW; 20310512 
SECRET//NOFORtT\ 


-3. dated 1/97. Foreion 


DERIVED FROM: G-3 FBI Classificsftkui Guide G-3. dated 1/97. Foreion 


Counteckifelliqence Investiqations 









OGC) FB 


F 
S 
T 
C 

Subject: 



OTD) (FBI) 



FW: Fisa/updates 


RECORD 31 5n 


DATE: 04-07-2009 

ClASSIFIEIi B? UC 60322 LP/STP/SZ 
REASOH: 1.4 (c) 

DECLASSIFY OU: 04-07-2034 


Original Messa 

From: | 

Sent; 

To: [ 

Subject: 

SECRET 
RECORD 31 5n 


I (OTD) (FBI) 

Wednesday, May 17, 2006 4:35 PM 

‘~~^ LA) (FBI) 

Rt: hisa/updates 


ALL IHFORHATION COHTAIMED 
HEREIH IS UNCLASSIFIED EXCEPT 
UHERE SHOM OTHERWISE 




Please keep your tech agent in the loop as they will need to be an integral part of our activities 


Original Message — 

From: I 

Sent: . Wfidnfi5;da^ 

To: I 

Subject: RE: Fisa/up 


J(IA) (FBI) 
2006 12:28 PM 
i(OTD) (FBI) 


ates 



RECORD 315n 


I believe] jsent you a copy of our last approved renewal from the court. If you look on Page 43 of the 

Declaration it lists the means bv which our surveillance will be done. Bv lookina at this do we have the author! 







— On ginal Message — 

From: 

Sent: , Wednesday. May 

To: I 

Subject: RE: Fisa/updates 


:OTO) (FBI) 
006 5:13 AM 
J(LA) (FBI) 


RECORD 31 5n 



Give me a call if I can help clear this up or if I have confused matters.., I am good at that sometime. 



— Original Mes sage — 

fromi t 

Se pti Tiipj 

To 

Subject: RE: 

SECRET 
RECORD 31 5n 


1 (U) (FBI) 

3 iy, May 16, 2006 7:43 PM 
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isa/updates 
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I think I answered that, but I wanted to ensure we had no misperceptions on 
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Sent: 
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i (OTD) (FBI) 
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2. We have no concerns relative to AV software 



Fee! free to contact me with additional questions if necessary 
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